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Wireless Troubleshooting Guide

NF20 / NF20MESH

Wireless Troubleshooting guide

First, check that your Gateway Wi-Fi is turned ON.

Next, check LED light status for 2.4 GHz and 5 GHz Wi-Fi. If 2.4 GHz and 5 GHz Wi-Fi LEDs are not lit, it means
that your Wi-Fi service is disabled.

Accessing Gateway web user interface

1 Connect your computer to the Gateway using wired or wireless connection. A computer connected
using ethernet cable is strongly recommended.

2 Openaweb browser (such as Internet Explorer, Google Chrome, Safari or Mozilla Firefox), type following
address into the address bar and press Enter.

http://192.168.20.1

3 Enter Gateway Login Username and Password printed on the label at the bottom of the Gateway and
press Login.

2= NetComm

Welcome to your Wi-Fi 6 Gateway

Username

Password

Login

You can find your username and password on the Wi-Fi 6 Gateway's label.
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WiFi 2.4GHz/WiFi 5GHz

The gateway allows you to maintain separate wireless settings for both 2.4GHz and 5GHz wireless services.

Select the service you want to use (or both) and separately configure them:

2.4 GHz Wireless configuration pages 5 GHz Wireless configuration pages
Device Info Device Info
Basic Setup Basic Setup
Advanced Setup Advanced Setup
Wi-Fi Wi-H

2.4GHz 2.4GHz
551D 5GHz
Security SSID
WPS Security
MAC Filter WPS
Advanced MAC Filter
5GHz Advanced

e We recommend that you access the web interface over a wired connection (using Ethernet cable) to
change the Wi-Fi security key/password.

e Werecommend that you keep 2.4 GHz and 5 GHz Wi-Fi Network name (SSID) and Wi-Fi security key (Wi-
Fi password) the same.

| cannot see my Wi-Fi (Wireless network name/SSID)

1 Navigate to Wireless > 2.4 GHz/5 GHz > Basic.

2 Confirm that Enable Wireless and Broadcast SSID are Enabled.

SsID
This page allows you to configure the Virtual interfaces for each Physical
Device Info interface.
Basic Setup
Advanced Setu Wireless Interface: | NetComm 8386 (enabled) v ‘
Enable Wireless: Enabled v
Network Name (SSID): NetComm 8386
Security
wpPSs Broadcast SSID: Enabled v
MAC Filter -
Advanced AP lIsolation:
5GHz - .
Max Clients: 32
oo 2
Diagnostics WMM Advertise: | Advertise v |
Management
L t
-t ‘ Apply H Cancel ‘
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A Wi-Fi client (Laptop/mobile/Pad) cannot connect to
Wireless network

Casel - MAC address is restricted: Ensure that the MAC Restrict Mode is: Disabled

MAC Filter
This page allows you to configure MAC filter for wireless access.
Device Info i )
Basic Setup Wireless Interface: ‘ NetComm 8386 v |
Advanced Seti . -
w:;" =P MAC Restrict Mode: Disabled v |
3.4GHz MAC filter based Probe Response On v
SSID MAC Addresses:
Security
WPS
Advanced
5GHz
Voice
Diagnostics
Management
Logout
Apply || Cancel

Case2 - Stored old Wi-Fi password: This may occur if the client device is storing an old Wi-Fi password and it
is not prompting for new password. In such case the saved Wi-Fi network name and password should be
removed:

1 Scan for the Wi-Fi network name, and
2 Enter new password again.

It is recommended to re-check the Wi-Fi security key/password from Gateway web interface. Check wireless
setup guide or wireless security setup guide for the instruction to check the Wi-Fi security key/password.

Please follow the below instructions to remove stored Wi-Fi network name/SSID and Wi-Fi security
key/password from client devices. Find the appropriate operating system listed below and follow the
instructions.

Windows 7
1 Right click the Wireless symbol on the bottom right of your screen and click “Open Network and Sharing
Center”.
Troubleshoot problems
Open Metwork and Sharing Center
22/08/2017
OR
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Click on the Start Menu and go to Control Panel. Select View by: Category. Click View network status

and tasks in the Network and Internet group.

Adjust your computer’s settings

System and Security
Review your computer's status
Back up your computer

Find and fix problems

. Network and Internet

. 4 I'u"iew network status and tasks I

~&2, Choose homegroup and sharing options

e

Hardware and Sound

View devices and printers

Add a device

Connect to a projector

Adjust commonly used mobility settings

Programs

Uninstall a program

@

View by: Category ™

User Accounts and Family Safety

@' Add or remove user accounts

8,
-

'@' Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Ease of Access

Let Windows suggest settings
Optimize visual display

2 Click Manage wireless networks. If it is not shown, proceed to Step 4.
E=EE =
‘\ Q | L& « Network and Internet » Metwork and Sharing Center -
Control Panel Home ¢ - . . + @
Wiew your basic network information and set up connections
| Manage wireless networksl &I' _*= 9 See full map
T il ¢ S Intemet
Change advanced sharing (This computer)
settings
Wiew your active networks Connect to a network
You are currently not connected to any networks,
3 Select your Wi-Fi network name/SSID, right click and select Remove network from the popup menu.

-~ » Control Panel » MNetwork and Internet » Manage Wireless Networks - _ Search Manage Wireless Networks

Windows tries to connect to these networks in the order listed below.

Add  Remove Movedown  Adapter properties

Profile types  Metwork and Sharing Center

Manage wireless networks that use (Wireless Network Connection)

@

Metworks you can view, madify, and recrder (3)

-

Security: WPAZ2-Personal

Properties

!-:il- NetComm 8386
e =

Type: Any supported Automatically connect

Remove network

Rename

= MNetComm M2M .
h | Support
-l
= Sweet Home

A ’

-

Move down

Type: Any supported Automatically connect

Type: Any supported Automatically connect

These are stored settings and passwords for connecting to the listed networks.
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If your Wi-Fi network name/SSID is not listed here, close this window and return to the Network and
Sharing Center.

4 Click Yes in the confirmation dialog box.

Manage Wireless Networks g

5. Areyousure you want to remove this network?

If you remove it, you can't connect to it anymore unless you
create a new profile,

Yes | ’ No

5  Click on "Change Adapter settings" on the left-hand side.

= | Bt

= ;; « N kandI b N k and Sharing Center - Search Control Panel ye

Control Panel Home : s 2 = 2
View your basic network information and set up connections

Manage wireless networks ﬂg.l ‘ ﬁ See full map
Ch 9 d i - i

ter sett
NETCOMMPC it

Change advanced sharing (This computer)
settings
Wiew your active networks Connect te a network
You are currently not connected to any networks.

6 Right-click on "Wireless Network Connection" and select "Connect / Disconnect".

R [

Organize » Connect To Disable this network device Diagnose this connection » @—‘i - m @
= | Local Area Connection = | Wireless Network Connection |
jklh Metwork cable unplugged ' - Not connected 3
% 7 Broadcom Netlink (TM) Gigabit E.. 3§ ffl] tntel(R) Wireless WiFi Link 4969 ) _ Disable
Connect / Disconnect
Status
Diagnose

@' Bridge Connections

Create Shortcut
Delete

@' Rename

@' Properties

If you cannot see a “"Wireless Network Connection” item, your wireless adapter may not be installed or inserted

Note - correctly.

Please check this before continuing with steps in this guide.

7 Youshould see a network listed with the SSID you obtained at the start of this guide. Select your wireless
network and click Connect. Enter your Wi-Fi security key/password and click OK. You will be connected
to the Wi-Fi network (Example: NetComm 8386).
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NetComm 8386 1.]“‘ Wireless Network Connection ~
Connect automatically INetComm 8386 3 Connected 1!-“‘. |
- e & o 2M Support '
NetComm 2712 4] B e HpRa M
NTC guest LS ?._“‘ L Type the network security kei MNetComm Office WiFi 1.__1“
NetComm 2712 o
il .
NTC-400_2.4GHz ol P . |
: - ; NTC guest L5 ':111 "
KenComm VDSL DSLAM 1.“ . | Hide characters -
il (= >
NTC-400_2.4GHz
NetComm 0426 M . ]
] KenComm VDSL DSLAM 1.’“ i
ey o L8 [Ccancer ]
MetComm 0426 .lﬂ
Blackwatch Ll -
RonMTK
AT M -
Elackwatch o
Guest ﬁq! ¥ ; M
Open MNetwerk and Sharing Center Open Metwork and Sharing Center

Do not forget to disconnect your ethernet cable.

Windows 8 / Windows 10

1 Click the Windows button on the bottom left corner of your screen and click Settings.

File Explorer
Settings

Power

= Allapps

2 Click Network and Internet.

as? = L

System Devices Network & Internet Personalization Accounts
Display, notifications, Bluetooth, printers, Wi-Fi, airplane mode, Background, lock Your accounts, email,
apps, power mouse VPN screen, colors sync, work, other users

o (L - L)

Time & language Ease of Access Privacy Update & security
Speech, region, date Narrator, magnifier, Location, camera Windows Update,
high contrast recovery, backup

3 Click Wi-Fi, scroll down to the bottom in the right side and click Manage Wi-Fi settings:
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& Settings

¢33  NETWORK & INTERNET

Wi-Fi

O IFF Guest
. fe Open
Airplane mode
O staff 56
Data usage fe Open
Hidden Network
W ﬁ Secured

Dial-up Advanced options

Ethernet Manage Wi-Fi settings

4 Find your Wi-Fi network name/SSID and click Forget.

< Settings

€03 MANAGE WI-FI SETTINGS

Some settings are managed by your system administrator.

Manage known networks

NetComm 8386
@ Not shared

NetComm 8459
ﬁ Not shared

NetComm 8467
”f; Not shared

NetComm 8823
@ Not shared

Share Forget

5  Navigate back to Network and Internet > Wi-Fi.

& satings

@ NETWORK & INTERNET
Airplane mode

Data usage

VPN

Dial-up

Ethernet

Proxy

Wi-Fi

@ on

NetComm 6082
17 searea

NetComm 7964
lﬁ Secured

NetComm 8386
& secured
Enter the network security key

== =

You can also connect by pushing the button on the router.

[ share network with my contacts

e

a Make sure Wi-Fi in turned On.

b Select your Wi-Fi network name/SSID (Example: NetComm 8386)

c  Enter your Wi-Fi security key/password
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d Click Next.
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Not If you cannot see a “Wireless Network Connection” item, your wireless adapter may not be installed or inserted correctly.
ote -

Please check this before continuing with steps in this guide.

6  You will now be connected to Wi-Fi network. Please remember to disconnect your ethernet cable.

& Settings

€03 NETWORK & INTERNET

N

Airplane mode

@ on
Data usage
NetComm 8386
VPN @ Internet, secured
Dial-up
Ethernet NetComm Office WiFi
@ Secured
Proxy

NetComm M2M Support
3 Secured

Disconnect

iPhone

Your iPhone may be storing your old Wi-Fi password causing it not to connect to Wi-Fi network.

In your iPhone, navigate to Settings > Wi-Fi.
1 Press the (i) symbol asin the snapshot below,
2 Press Forget this network and then,

3 Click the Forget button in the popup dialog.

seec0 yodafone AU 7 9:05 AM O 81% EM) seeoc vodafone AU 7 9:05 AM o 81% .
£ Settings Wi-Fi & Wi-Fi NetComm 8386
Wi-Fi () Forget This Network
v NetComm 8386 & ‘—'.-‘
IP ADDRESS
CHOOSE A NETWORK... 1 -Hﬂ. BootP Static
400Cong = (D 1P Address 192.168.205 Forgat Wi-Fi Natwork
. - “NetComm 8386" ?
ASDM-Voice w @ Subnet Mask 255.255.255.0 Your iPhone and other devices using
iCloud Keychain will no longer join this
BandSteeringTest = @  Router 192.168.20.1 hEaons
Blackwatch =@ ons 192.168.20.1, 0000 Cancel

Scan for the Wi-Fi network name/SSID and enter new Wi-Fi security key/password again.
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eeeco vodafone AU 4G 3:34PM @ 79% B eeeco vodafone AU 4G 3:35 PM @ 79% MM} eesco yodafone AU 5 3:35 PM 9 79% W
< Settings Wi-Fi Enter the password for “NetComm 8386" < Settings Wi-Fi
Moo 5386 e O Cancel Enter Password WisFi C
NetComm 8547 1 a= 0 —— ~  NetComm 8386 as 0
NetComm 9202 i+ @ CHOOSE A NETWORK.. 3
NetComm 9375 test a= (@ 2 400Cong a= ()
NetComm M2M Support a= (0 BandSteeringTest a=
NetComm Office WiFi a= @ Blackwatch a= ()

Android

Your Android phone may be storing your old Wi-Fi password causing it not to connect to the Wi-Fi network.

1 In your Android phone, navigate to Settings > Connections > Wi-Fi.

2 Press Wi-Fi network name (Example: NetComm 8386) as in the snapshot below and press Forget.

= 20 =0 83%@ 434 pm
< Wi-Fi Wi-FiDirect ~ ADVANCED
ON ¢
= NetComm 8386
(=] Connected
“Z.  400Cong

-  BandSteeringTest

=5  Blackwatch

= Guest

= Guest_5G

“= Guest_5GHz

=, KenComm VDSL DSLAM
=5 NetComm 0426

=, NetComm 2028

< Wi-Fi Wi-Fi Direct  ADVANCED
ON ~ @
~— NetComm 8386

8  Connected

NetComm 8386

Network speed
Very strong(130Mbps)

Security
WPA2 PSK

IP address
192.168.20.3

Manage router
http://192.168.20.1

@  Autoreconnect

CANCEL FORGET

3 Scan for the Wi-Fi network name/SSID and enter new Wi-Fi security key/password again.

=)

< Wi-Fi WI-FiDirect  ADVANCED

] ON
8386

< Wi-Fi

W T 8350434pm

4

Wi-FiDirect ~ ADVANCED

«

[7] 20 .0 84% 8429 pm = X0 T34 29pm
< CONNECTIONS Q < Wi-Fi Wi-FiDirect  ADVANCED
Wi-Fi 1 q ON 2 [
“Z,  NetComm 8386
Wi-Fi calling
=, NetComm 8547
Bluetooth « ]
On = NetComm 8673
Phone visibility T NetComm M2M Support
Alow cterdeias t fnd your prons
=5 NetComm Office WiFi
Data usage = NTC guest LS

NetComm 8386

(O show password

@  Autoreconnect “E

() Show advanced options

CANCEL CONNECT

' 3 E

400Cong
BandSteeringTest
Blackwatch
Guest

Guest_5G6
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Mac OS X

Click on the Airport/Wi-Fi icon at the top right corner of the screen as shown below.

1

2

3

Scroll down and click “Open Network Preferences...”.
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[ 51 =¥ =7 - =} ®
) ) ) ) 4) )

Ea Tue 12:29 pm

Open Network Preferences...

Select Wi-Fi and then select the Advanced... button.

Network

Q search

Automatic

Location:

‘ Wi-Fi

Connected

° Bluetooth PAN
Not Connected

Thunde...thernet -
Mot Connected

USB 10/..00 LAN =
Not Connected N

v

NS

Status: Connected Turn Wi-Fi Off

‘Wi-Fi is connected to NetComm B3BE and has
the IP address 182.168.20.4.

Network Name: | NetComm 8386

Ask to join new networks

Known networks will be jcined automatically. If
no known networks are available, you will have

4 Select your Wi-Fi network name (Example: NetComm 8386), click the minus sign

M Remove and OK.

USB10/100 LAN - °
® ot Comnected %

NS

@ USBIOLLANZ - -

Not Connected

NS

Thunde...t Bridge
® \otConnected

N

Show Wi-Fi status in menu bar

B TR

% Click the lock to make changes.

to manually select a netwark

Assist Me...

Revert Apply

“~"as shown below, check

NetComm Office WiFi
OPTUSVD3DAB1AD
NetComm 8386
NetComm M2M Support

[ ] L > Netwerk
‘.:.“ Wi-Fi
TCPIP DNS WINS 8021X Proxies Hardware |
Preferred Networks:
Network Name Security

WPA2 Enterprise
WPA/WPA2 Personal
WPAZ2 Personal
WPAZ Personal

= Drag networks into the order you prefer.

Rem Remave Wi-Fi netwark ;omputer has joined
Require administrator authorization to:

|| Create computer-to-computer networks

|| Change networks
|| Turn Wi-Fi on or off

Wi-Fi Address: 48:bf:6b:f1:87:dc

Cancel
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5  Nextclick Apply

® < i Metwork Q search

Location: = Automatic

Wi-Fi

el Status: Connected Turn Wi-Fi Off
Wi-Fi is connected to NetComm M2M Support

® Bluetooth PAN and has the IP address 192.168.100.8.

Not Connected

@ )

:::Jgg:;;zr::dmet <-> Network Name:  NetComm M2M Support
® :{thﬁclg#;ggdLAN & ~ Ask to join new networks
Known netwerks will be joined autematically. If
no known networks are available, you will have
[ ] :Oslaclgﬂeggé"m <--> to manually select a network.
° USB10/.LANZ .~ s
Not Connected 4
@ Thunde...t Bridge
Mot Connected N

T = Show Wi-Fi status in menu bar Advanced... ?

I a)
é Click the lock to prevent further changes. Assist Me... Revert

6  Scan for the Wi-Fi network name/SSID and enter new Wi-Fi security key/password again. You should see
a list of Wi-Fi network name along with your Wi-Fi network name/SSID (Example: NetComm 8386). Click
your Wi-Fi network name/SSID to connect to this network.

NetComm 8386
Eltons24
Eltons58

Guest 5G

7 Enter your Wi-Fi security key/Password and click the Join button to connect to the Wi-Fi network.

P The Wi-Fi network “NetComm 8386" requires a
’? WPA2 password.

Password: |nuuu

Show password
Remember this network

? Cancel Join

If you enter an incorrect Wi-Fi security key, a message will appear, and you will be prompted to enter
the correct key again.

8  The Airport icon will now have black lines to indicate signal strength. To see if the wireless is connected,
click on the Airport icon again. You should be able to see a v tick on your connected Wi-Fi network.
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Turn Wi-Fi Off

+ NetComm 8386 (o)
ASDM-AP =]
ASDM-GUEST [*
ASDM-Voice a8
Blackwatch a8

@ Fri10:56 am

After completing the steps above, you should now be connected to your wireless network and able to surf
the internet. Please remember to disconnect your ethernet cable.

| am connected to Wi-Fi network but unable to browse

internet

Check if you are using static IP address of different network range. It is mandatory to use the automatic IP
address from the Gateway.

1 Press Windows + R key in your keyboard.

2 In Run command, type ncpa.cpl and press enter. It will open Network connections window.

= Run

=)

resource, and Windows will epen it for you.

—  Typethe name of a program, folder, document, or Internet

Open: | nepa.cpl|

tares

Browse...

3 Right click Wireless Connection connection and

Vi

Click Properties,

Click Internet Protocol Version 4 (TCP/IPv4),
Click Properties,

Click Obtain an IP address automatically,
Click OK, and

Click OK again.
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z - @ » Control Panel » Network and Internet » Metwork Connections »

Organize = Connect To Disable this network device Diagnose this connection Rename this connection View status of this connection  »
= | Local Area Connection = | Local Area Connection 2 = | Vilntemet Protacol Version 4 m MI
corp.netcomm.com.au Network 31 %b En
=4 Intel(R) Ethernet Connection (2) .. @7 Realtek PCle GBE Family Controller @ v General | Alternate Configuration |
%! VMware Network Adapter VMnet8 *_E W\rel !SI Disable W ‘fou can get IP settings assigned automatically if your network supports
Enabled a‘.lﬂ Identifyi N this capability. Otherwise, you need to ask your network administrator
VMware Virtual Ethernet Adapter ... FRITZ!WI Connect / Disconnect I for the appropriate [P settings.
Status I
. (@ Obtain an IP address automatically |
i o Diagnose —
i D <
4 Wireless Network Connection roperties g (71 Use the followingffP address:
Bridge Connections
Networking | Sharing @ g IP address:
Connect using Create Shortcut Subniet rmask:
Delete
¥ FRITZIVLAN USB Stick AC 860 Default gatevay:
@ Rename
@ P (@ Obtain DNS server address automatically
This connection uses the following items: () Use the following DNS server addresses:
O Cliert for Microsoft Networks - '1 Preferred DMS server:

g\t‘Mware Eridge Protocol
g\d'lrtualBox NDI56 Bridged Metworking Driver
=005 Packet Scheduler

gﬁle and Printer Sharing for Microsoft Networks Validate settings upon exit

- Intemet Protocol Version 6 (TCP/IPvE 5

- [Ty - e

J L) > oK Cancel
2 |

Description ﬁa
Transmission Control Protocol/Intemet Protocol. The utt
wide area network protocol that provides communication
across diverse interconnected networks.

6

Alkernate DNS server:

m

Should | choose 2.4 GHz or 5 GHz Wi-Fi band?

By default, Wi-Fi name (SSID) and password for 2.4 GHz and 5 GHz band is same, which creates single
roaming profile for the clients to switch between the bands automatically.

It is recommended to keep 2.4 GHz and 5 GHz Wi-Fi name and password same, so that clients select the
suitable band automatically.

General Information

As the name suggests, 2.4 GHz and 5 GHz operate on different frequencies. The primary differences
between the 2.4 GHz and 5GHz wireless frequencies are area coverage and bandwidth. 5GHz provides
faster data rates at a shorter distance, whereas 2.4GHz offers coverage for farther distances, but may

perform at slower speeds.

In most cases, 5 GHz has higher bandwidth but less area coverage. This is a because higher frequency
signals cannot penetrate solid objects like walls and floors. 5 GHz is suitable for streaming video and online
gaming (Television and Gaming device should be closer to the Gateway). The 2.4 GHz has lower bandwidth
but larger area coverage. Commonly, 2.4 GHz is used to browse internet using mobile client devices such as

Laptop, Mobile or Pad.
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