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Xbox Setup Guide

NF20 / NF20MESH

Xbox Setup

There are two ways of allowing your Xbox to communicate with the internet. One is through port forwarding
and the other is through the DMZ feature.

Port forwarding will enable specified ports on the Gateway to get access to your Xbox to communicate with
the internet as if they were directly connected by allowing access through.

Setting your Xbox as a DMZ host opens all the ports on the Gateway to allow access to a designated device.

Prerequisite

Before you configure the Gateway, you will need to set a static IP address on your Xbox.

Please follow the instructions at the link below to set a static IP address on your Xbox:

https://portforward.com/networking/static-ip-xbox-one/

You can use an IP address like 192.168.20.100 for example.

Important information
You can only forward a port to one location (IP address).

.@ Imoortant - In some cases, this may cause issues when multiple LAN devices (computers, game consoles, or VOIP ATAs) attempt to use
P online gaming as same time or make multiple VOIP service connections.

In these cases, you would need to use an alternate port for any subsequent connections after the first device.
Please consult your VOIP provider or game manufacturer for assistance with this.
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Setting the Xbox as the DMZ Host

Log in to the web interface

1

Connect your computer to the Gateway using wired or wireless connection. A computer connected
using Ethernet cable is strongly recommended.

2 Open aweb browser (such as Internet Explorer, Google Chrome, Safari or Mozilla Firefox), type

following address into the address bar and press Enter.

http://192.168.20.1

3 Enter Gateway Login Username and Password printed on the label at the bottom of Gateway and

press Login.
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Welcome to your Wi-Fi 6 Gateway

Username

Password

Login

You can find your username and password on the Wi-Fi 6 Gateway's label.

4 Click on the Advance Setup menu at the left of the page, then click on NAT options and then click on

DMZ Host options:

MAT -- DMZ Host
The Brozdband Router will farward IP packets from the WAN that do not belang to any of the applications configurad in the Virtual Servers tzble to the DMZ host
computer,
Device Info
Basic Setup Enter the computer's IF address and click 'Apply” to activate the DMZ host.
M Clear the IP address field and click 'Apply’ to deactivate the DMZ host.
Layer2 Interface
WAN Service
o | oMz Host 1Pv4 Address: 152.168.20.100 | ]
DMZ Host IPv6 Address:
Virtual Servers | u Enable LAM Loopback |
Port Triggering
ALG
MAC Filtering

5 Enter the static IP address of the Xbox in the DMZ Host IP Address field.

In this example, 192.168.20.100 is the IP address of the Xbox.

6  Click on the Save/Apply button.

7 Reboot the modem: Click Management menu on the left-hand side of the page then click the Reboot

option.

8 Click the Reboot button.
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Adding Port Forwarding Rules for Xbox

Log in to the web interface

1 Connect your computer to the Gateway using wired or wireless connection.

Important - A computer connected using Ethernet cable is strongly recommended.
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2 Open aweb browser (such as Internet Explorer, Google Chrome, Safari or Mozilla Firefox), type
following address into the address bar and press Enter.

http://192.168.20.1

3 Enter Gateway Login Username and Password printed on the label at the bottom of Gateway and

press Login.
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Welcome to your Wi-Fi 6 Gateway

Username

Password

Login

You can find your username and password on the Wi-Fi 6 Gateway's label.

4 Port 80 is also used to access webpage of the Gateway, so it needs to be re-configured. It is
recommended to change the webpage port number to 8000 as described below (Remember that
from now onwards you can only access the webpage with port 8000)

5  Navigate to Management > Access Control > Service control.

6  Change your HTTP port to 8000 for WAN and Lan port.
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Access Control -- Services
Services access control list (SCL) enable or disable the running services.
Device Info Services | LAN 120 port | wan Port
Basic Setup
Advanced Setup HTTP =nablg | | 5000 O ar‘abq 8000
Wi-Fi
Voice HTTRS enable [ enzble
Dizanestics TEET | [ znable [ ensble
Settings st [ Denable O anable |[22
System Log
Security Log FTR [ enable [ enable | | 2
SHMP Agent
TR-069 Client TFTP [ enzble [ enzble IZI
Internat Time
Access Control MR enable | 0 [Jensbie | 0
Passwords
M sve | O enable O ansble
Lo = sames | [ enable || 445 [ enable
LED Control
Update Firmware
Reboot
Logout
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7 Click the Save/Apply button.

8  Open aweb browser (such as Internet Explorer, Google Chrome, Safari or Firefox), type
http://192.168.20.1:8000 into the URL address bar and press Enter.

e

_ ‘ () Not secure | 192.168.20.1:28000

9  Click on the Advanced Setup at the left of the page, then click on NAT option and then click Virtual
Servers options.

Device Infa
Basic Setup
Layer2 Interface
WAN Service
LAN
MAT
v :
Port Triggering
DMZ Host

MAT -- Virtual Servers Setup

Wirtuzl Server allows you to direct incoming traffic from the WAN interface (identified by its Protocol and External port) to the Internal server with a private IP address
an the LAN interface. The Internal port is required only if the external port needs to be converted to 2 different port number used by the s=rver an the LAN side. A
maximum of 64 entries can be configured.

Note: An IPv4 address is not editable if the IPv4 NAT function is turned off.

Mote: An IPvG address is not editable if the IPvE function of the interface is turned off.

o

Server External Port | External Port Internal Port | Internal Port | Server IPvd Server IPve WAN Re
Mame Start End Start End Address Address Interface

10  Click the Add button to add a port forwarding rules.

11 Check the Interface currently selected in the Use Interface field is correct.

12 Choose Use Interface - ADSL or VDSL depending on your connection type for DSL.

MAT -- Virtual Servers

Select the service name, and enter the server IP address and dlick "Apply/Save" to forward IP packets for this service to the specified server. NOTE: The
"Internal Port End" cannot be modified directly. Hormally, it is set to the same value as "External Port End”. However, if you modify
"Internal Port Start”, then "Internal Port End” will be set to the same value as "Internal Port Start”.

Mote: Ipvd address will prohibit edit if the NAT function of IPV4 is turned off.

Mote: Ipvé address will prohibit edit if the Ipvé function of interface is turned off.

Remaining number of entries that can be configured:64

Use Interface pppt.1/pppl.1 v

Service Name:
O select 2 Service: | Select One ~
®  Custom servica: [playststion L& ]

Server [Pvd Address: 192.168.20.100

Server IPv6 Address: ‘

Enable LAN Loopback

[External Port StartfExternal Port End]__Protocel _[Internal Port Stari]Internal Port End
53 53 TCP/UDP | 53 53
80 80 TCP h K 80
g8 g8 UDP o E: ]
500 500 UDP w || s00 500
3074 3074 TCP/UDP « || s07a 3074
3544 3544 UDpP || 3544 3544
4500 4500 UDP w || 4500 4500

TCP v
TCP v
TCP hd
TCP v
TCP v

13 To create your own defined port forwarding rule, select the Custom Service field and give the port
forwarding rule a unique name. This example uses Xbox.
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14 Enter the IP address of the Xbox that you wish to port forward to in the Server IP Address field. In this
example, the IP address of the Xbox is 192.168.20.100

15

Enter the port number or port range into the External Port Start and External Port End fields.

Note that the Internal Port Start and Internal Port End fields will automatically populate with the same

port numbers.

MAT -- Virtual Servers

Select the service name, and enter the server IP address and click "Apply/Save" to forward IP packets for this service to the specified
server. NOTE: The "Internal Port End" cannot be modified directly. Hormally, it is set to the same value as "External Port
End". However, if you modify "Internal Port Start”, then "Internal Port End" will be set to the same value as "Internal
Port Start”.

Mote: Ipv4 address will prohibit edit if the NAT function of IPV4 is turned off.

Mote: Ipve address will prohibit edit if the Ipve function of interface is turned off.

Remaining number of entries that can be configured:64

Usz Interface pppl.1/ppp0.1 v

Service Name:
O sslect 2 service: | Select One i
®  custom Service: [Xbox L]

Server IPvd Addrecs: 192.1£8.20.100

Server IPv6 Addrest |

Enable LAN Loopback

Crombean]
IExIJemaI Port Shr_|IExI:erna| Port End Protocol Internal Port Slzrﬂlnhernal Port Endl
53 53 TCP/UDP w || =2 53
80 80 TCP hd El 80
88 88 UDP i E3 ]
500 500 UDP w || soo 500
3074 3074 TCP/UDP w | 3074 3074
3544 3544 UDP w || 3544 3544
4500 4500 UDP w | 4300 4500
TCP v
TCP v
TCP v
TCP v
TCP v

16 Select the protocol to be used for the port forwarding rule. Options include TCP, UDP or TCP/UDP for

both.

Ports and protocols

The ports and protocols for Xbox are as follows:

Xbox 360:
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http://support.xbox.com/en-AU/xbox-360/networking/network-ports-used-xbox-live

TCP and UDP 53
TCP 80
ubP 88
TCP and UDP 3074
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Xbox one

http://support.xbox.com/en-AU/xbox-one/networking/network-ports-used-xbox-live

TCP and UDP 53
TCP 80
UDP 88
UDP 500
TCP and UDP 3074
ubP 3544
UDP 4500

17 Click the Apply/Save button.

| TETETTT
i <t ncoming &rafic from WAN sda (Gantfied by Protocol and Extermal part] o the Jitemal sarver with peivase 1P address on tha LAN sde. Tha Irkarnal pert & requirad oy F cha extermal port neads to ba corvarted to 3 dffarant poek number used by the servar
entries can be configured.

parver Name | ExTormal Port SEaet (ExTamal Port Start |Intemal Port w AN Loophack
51 5 Teppuoe | 53 51 prp0.1 Enated O
bax 80 a0 e &0 0 popo.1 Eratied O
% &8 88 uor |8 8 POpO.1 Enated O
bax 00 500 uor | so0 500 Pop0.1 Enabied O
b 3074 3074 Tepuoe | 3074 3074 PopO.1 Erabiad O
Dax 3544 3544 uop 3544 3544 popo.1 Enabed |
boax 4500 4500 uop | 4s00 4500 19216620000 | popt.1 Enaied O

—

Add | f SavelAgel )| Remove

18 The port forwarding rules will now be displayed as the example above shows.

19 Reboot the modem: Click Management menu on the left-hand side of the page then click the Reboot
option.

20 Click the Reboot button.

Important information
You can only forward a port to one location (IP address).

m Imoortant In some cases, this may cause issues when multiple LAN devices (computers, game consoles, or VOIP ATAs) attempt to use
P online gaming as same time or make multiple VOIP service connections.

In these cases, you would need to use an alternate port for any subsequent connections after the first device.
Please consult your VOIP provider or game manufacturer for assistance with this.
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